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Abstract

Programming languages and environments that
support AOP lack expressive power to manage the
interference between components and aspects. We
illustrate this problem in an example and identify
the needed expressive power. We propose aspect
integration contracts to fill the gap. These con-
tracts specify the permitted interference between
an aspect and a base component. We discuss the
impact of our observations on language design, and
the impact of a solution on software engineering
properties.

1 Introduction

Through the different stages of the software devel-
opment process, separation of concerns [4] is one of
the important software engineering principles. But
the consequence of separating concerns is that we
have to compose the resulting modules into a com-
plete software system that matches all the require-
ments of the stakeholders. This composition reveals
essential challenges.

When composing multiple software components
- i.e. modules that encapsulate specific concerns
(such as classes, packages, components or aspects),
one of the important issues is managing interfe-
rence. One needs to express and control which mo-
dules may use and affect each other. In an object-
oriented or component-based software design, each
artefact can be equipped with a contract that spe-
cifies the provided functionality and the needed (re-
quired) functionality that describes the dependen-
cies of a component on other components. Con-
tracts in object-oriented systems have been intro-
duced by Bertrand Meyer [5]. An extension for
component-based systems has been described by

Andreas Raush in[7]. In principle, correct beha-
vior can be guaranteed if a component has been
designed defensively and if it strictly implements
its contract. We observe that the state-of-the-art
notion of a contract is no longer sufficient in an
aspect-oriented programming [1] environment.

When a class or component is composed with
aspects by means of superimposition, there is no
expressive power to specify a number of interactions
in contracts of the above mentioned type. Assume
an aspect A is bound to a component C!.

1. The aspect should specify what it requires
from component C and possibly from other

software components.
2. The aspect also needs to specify in which way

it affects the component C and the functiona-
lity it provides (if applicable).

3. The specification of component C must express
which interference is permitted from certain
(types of) aspects.

Aspect languages lack this type of expressive power.
The result is a problem of uncontrolled semantic in-
terference that can endanger the integrity of com-
ponent software as existing contracts might break
because of aspect binding, either intentionally or
(and most often) unintentionally.

An example will illustrate that this problem can
have various kinds of consequences, such as undesi-
rable exposure of data, undesirable modification of
data, undesirable exposure of behavior and undesi-
rable modification of behavior of components, all
resulting in some kind of contract breach.

The paper is structured as follows. We elaborate
on the problem of uncontrolled semantic interfe-

1In the context of superimposition, we may expect an as-
pect to be bound to multiple components as this essentially
reflects a crosscutting concern, but this is not relevant at
this stage of the discussion.



rence in section 2. In section 3, we introduce a solu-
tion based on aspect integration contracts (AICs).
We also sketch language constructs that can express
such contracts. In section 4, we discuss the impact
of this type of language extensions on comprehensi-
veness, predictability and semantic interaction. We
also sketch the impact on other software enginee-
ring properties. We discuss the status of this work
in section 5. Then we conclude.

2 Problem Statement

Before we elaborate on the problem, we will first
explain some terms used in the paper. We use
Clemens Szyperski’s widely accepted definition of a
component: A software component is a unit of com-
position with contractually specified interfaces and
explicit context dependencies only. A software com-
ponent can be deployed independently and is subject
to composition by third parties[8]. This definition
implies that a component must be well separated
from its environment and from other components.

An aspect is a software module that encapsulates
a crosscutting concern. The added-value of using
an aspect is improved localization in the sense that
behavior that implements the requirements that are
related to a crosscutting concern is encapsulated in
a cohesive module. Superimposition is the opera-
tion of coupling or binding such a module to mul-
tiple other modules (hopefully components) in the
software system. An aspect thus includes behavior
and coupling.

One can question whether an aspect typically is
an artifact that should match the above mentioned
definition of a component. We believe this should
be the case in many if not most circumstances? but
this is not crucial for our problem statement: our
focus is on ensuring that adding aspects to a wor-
king application that is composed of traditional,
state-of-the-art components will not interfere with
the contractual obligations of the components that
constitute the core application. Such interference
is what we mean by uncontrolled semantic interfe-
rence.

Further on in this section, we will illustrate
our understanding of uncontrolled semantic inter-
ference by sketching an example. We use Java

2We do not intend to elaborate on this matter in this
paper.

to describe the application semantics and pseudo-
Aspect/J to sketch the role and impact of supe-
rimposition. Our motivation is independent of the
languages that we use to illustrate the problem
though.

Uncontrolled semantic interference and lan-
guage design Even if a component is designed
defensively: composing it with aspects can result
in a component that does no longer meet all con-
tractual obligations.

Superimposition of an aspect is typically descri-
bed using a concept similar to pointcut definitions
[2]. Join points are very powerful but they do not
take in account the scope qualifiers of the mem-
bers of the base component. These qualifiers are
set by the developer of the base component, often
assuming that the component is typically used in
a plain object-oriented environment. Scope quali-
fiers are used to enforce a part of the contract of
the base component. Data and behavior they do
provide to other (client) components are public.

In general, an object-oriented programming en-
vironment is characterized by objects that encap-
sulate state and behavior. Behavior is triggered by
messages that are sent between objects. Scope qua-
lifiers like public and private are enforcing these ba-
sic characteristics in state of the art object-oriented
programming languages. In languages such as Eif-
fel [6], it is even possible to specify to which other
entities certain data and behavior is exposed.

Another characterization of class based object
orientated languages is inheritance, where subclas-
ses must have access to some of the members
of their (parent) super classes. Scope qualifiers
like protected and private-protected permit a relati-
vely fine-grained expression and enforcement of this
kind of access.

Composing aspects through superimposition
does pose some new problems. We can question if
-for example- access to private members of a class
should be enabled for an aspect. As illustrated fur-
ther, that kind of interference may be necessary in
some cases, but definitely not always and it increa-
ses the risk of introducing errors.

If components are now composed in an environ-
ment with a new kind of dependencies, do they need
to know about these dependencies? We believe that
the answer to this question is clearly affirmative.



We need a new kind of expressive power to spe-
cify what kind of dependencies components accept
for this new kind of first class citizens: aspects. It
is uncertain however, whether this leads to extra
language features for a number of reasons:

e It has appeared to be extremely difficult to
define orthogonal support in object-oriented
languages to support both encapsulation and
inheritance[12].

e We do not intend to add scope qualifiers®in an
ad hoc way.

We believe that we should study this problem in a
more systematic way, probably based on a suite of
examples, in order to validate the precise needs for
expressive power. We describe such an example in
the next subsection.

An example. Suppose that an entity person is
the key abstraction in a software system. A person
has a certain social security number, a name and
a birth date. Because of privacy reasons a person
object should never expose its age or birth date. It
is necessary to know whether a person is an adult,
hence the birth date is a necessary property in the
software system. The birth date also needs to be
stored in a database. If the persistence feature is
delivered as an aspect, then the persistence aspect
needs access to the birth date property, while other
software entities should not be able to access this
property.

The software system will also require authentica-
tion of a user for calling the setName method of the
person component. Changing the name of a person
is only permitted to a privileged user. One of the
public methods of Person is authenticate, which is
used to verify the user name and password. A hash
of the password is stored on the hard drive and the
authentication method compares the stored hash
with the hash of the password that has been en-
tered. The authentication part of Person ensures
that the password (in clear text) is never exposed
to the rest of the software system.

This example is illustrated below in Java and
pseudo-Aspect/J [2]:

private String ssn, name;

public Person (
String ssn,
String name,
Date birthDate){
//initialization

private void setSsn(String ssn){}
private void setBirthDate(Date bd){}
public void setName(String name){

<get users credentials>

if (authenticate (user , passwd))...

}

public String getSsn(){...}
public String getName (){...}
private Date getBirthDate {...}

public boolean isAdult (){
// derived from birthDate

//can also be wused by other
//components
public boolean authenticate (

String username,

String passwd){

//verify username and password

}

Aspect PersonPersistence{
//on constructor ezection
after (Person p):
execution (Person.new(..))
&& this (p){
//store internal state
store(p.ssn, p.name, p.birthDate);

after (Person p):
execution (* set x(..))
&& this (p){
//store internal state
store(p.ssn, p.name, p.birthDate);

}

private store (...){...}

public void refetch (
String ssn,

Person p){

p.ssn = ssn;

//fetch and set name
p.name = ...;

//fetch and set birthdate
p.setBirthDate (...);

1}

public class Person{

private Date birthDate;

3E.g. similar to friend in C++[13]

The contract of the person class will certainly
specify that it provides the isAdult functionality.
Towards other modules the birth date property will
remain hidden. However, this property has to be
exposed towards the persistence aspect, because
that aspect requires person to expose encapsula-
ted data that needs to be persistent. Therefore the
contract of the persistence aspect must specify that
it requires access to the encapsulated (i.e. private)
state of a person object.

Suppose the data of a person object is updated in
the database by an other program. Then a possible




solution is to overwrite the state of the object with
the data in the database. Therefore the refetch
operation is provided. To modify the internal state
of the object, the Persistence aspect needs write
access to the private data members of the object, or
it has to use the private setters. Both alternatives
are supported in the example.

The software system also includes a logging fea-
ture. A logging aspect records all public method
calls. The arguments of the calls are also logged.
If the logging aspect is composed with the base
application, then the contract of the authenticate
method is broken. Though unintentionally, the us-
ername and plain password can be logged.

Aspect Logging{

before ():

execution (public * *.x (..)){
String info = <method info >;
System.out.println (info);

1}

In fact, Person must specify that it expects that no
other parts of the software system send the pass-
word (in clear text) to any output medium. But the
logging aspect will require access to the password
argument of the authentication method. So gran-
ting this kind of access must depend on what the
logging aspect will do with the password value. To
resolve this type of interference the logging aspect
must also specify in some form that it will write the
password to the hard disk. That would enable de-
tecting and avoiding the risk of the logging aspect
breaking the contract of the authentication aspect.

Identifying specific problems. Based on the
example, we identify some threats that compromise
the integrity of a component when aspects are com-
posed without controlling interference. We classify
the interference that we need to manage. The so-
lution is addressed in the next section.

First we can distinguish data related interference
and behavior related interference. There’s also a
distinction between exposure of class members and
modification of class members. This brings us to
four possible ways of interference that we will try
to control.

Data exposure. Encapsulation of data mem-
bers controls undesirable exposure of the data to
other objects. Aspects sometimes need access to
this encapsulated data - but not always. This has

been illustrated with the Persistence aspect that
should be able to access birthDate.

Even if data access is granted, then it is still ne-
cessary to control the flow of the data because other
software components may not be permitted to gain
access to that information. This has been illustra-
ted by discussing the interference between the Au-
thenticate method and the Logging aspect.

Data modification. An obviously more se-
rious threat is undesirable modification of data,
which can lead to misbehavior of the system. In
the example data modification is illustrated in the
Persistence aspect. This aspect needs for instance
write access to name.

Behavior exposure. Certain behavior of a
component needs to be exposed to an aspect. Spe-
cifying and controlling which behavior may be cal-
led by the aspect is also a necessity. For Example,
the Persistence aspect needs access to setBirth-
Date.

Behavior modification. Intercepting method
calls can lead to a breach in the control flow of the
software and compromise critical algorithms. The-
refore a software component has to be able specify
whether modifications to its internal control flow
are acceptable, and if so which one. For instance,
interception of authenticate() is not acceptable for
the Logging aspect.

3 A Solution based on Inte-
gration Contracts

A solution for managing complex interference is far
from trivial. In this section we first sketch aspect
integration contracts. Afterwards - by means of a
simple example - a concrete format of such a con-
tract is presented.

Aspects and contracts. We envisage an exten-
sion to the typical contracts for component com-
position. Such a contract contains specifications
of provided functionality and of dependent compo-
nents [7]. Provided functionality is also characteri-
zed by stating effects or results.



Assume an aspect A is bound with component
C. The contract elements that we envisage are
threefold:

1. A first part describes what an aspect requires.
This part includes two elements

(a) what the aspect A requires from the com-
ponent C it is bound to.

(b) what the aspect A requires from other
components or from the environment.

2. A second part describes the functionality and
effects of the aspect:

(a) for the clients of the component C

(b) for other entities, for instance aspects
that are part of the same collaboration[9].

3. The third and most specific part is an exten-
sion of the contract for component C

(a) to specify the interference that is permit-
ted by the base component,

(b) and (if needed) to specify further condi-
tions to these permissions, i.e. the base
component may express specific require-
ments about the behavior of an aspect be-
fore permitting interference.

Aspect requirements. Aspects must specify
their requirements so that potential interference
with other components can be identified. The de-
veloper of an aspect specifies what is needed. In
this contract one needs a fine-grained specification
expressing

1. component data exposure, the requested read
access to encapsulated data of the base com-
ponent;

2. component data modification, the requested
write access to encapsulated data of the base
component;

3. component behavior exposure, the need to call
certain behavior of the base component;

4. component behavior modification, the me-
thods of the base component that will be in-
tercepted.

Aspect functionality and effects. The pro-
vided functionality of the aspect is required to ex-
press the results and effects generated by an aspect.

An important issue is the dataflow that the as-
pect will expose. For example, what is delegated
or exposed to other components? Such a contract
element can be specified in a general purpose no-
tation, or alternatively one may prefer a domain
specific language to express its effects. This will be
discussed further on.

Specifying permitted interference. The
third and most important element in the context of
aspect integration is the specification of the interfe-
rence that is permitted by a component towards as-
pects. We call this an aspect integration contract.
Obviously this part of the component’s specifica-
tion is directly related to the aspect requirements
discussed above. So in this part the component
will grant interference in terms of data exposure or
modification, and in terms of behavior exposure or
modification.

Notice that component permissions can be con-
dition to aspect behavior. The last part of the com-
ponent specification expresses certain conditions in
terms of the behavior of aspects the component
may be integrated with. If the effects generated
by such an aspect do not break these requirements
of the component, then that aspect will be gran-
ted interference as discussed above. Obviously this
part of the contract is directly related to the speci-
fication of aspect functionality.

A format for aspect integration contracts.
As mentioned above, the notion of a typical com-
ponent contract is affected in three ways:

1. aspect requirements must be specified;

2. aspect functionality and effects must be speci-
fied;

3. the aspect integration contract itself specifies
interference that is permitted by the base com-
ponent, possibly subject to aspect behavior.

From the component view, the contract exten-
sion concerning aspect integration consists of two
sections: permitted interference and conditions in
terms of aspect behavior. Interference is expressed
in terms of the different parts of the component
interface or class.



In the illustration below, parts are class mem-
bers, i.e. methods or instance variables. So the
additional part of the contract can contain the fol-
lowing interference rules related to the given class
members:

1. Exposure of an instance variable, makes the
variable readable to the aspect.

2. Exposure of a method, permits the aspect to
call that method.

3. Modification of an instance variable, permits
the aspect to write to the variable.

4. Modification of a method, permits the aspect
to intercept calls to that method and potenti-
ally to alter the control flow of the base com-
ponent.

A simple example is given in the code snippet
below. We currently limit the possibilities for iden-
tifying aspects to the name of the aspect. For
example, even if the persistence aspect does not ex-
pose the encapsulated data of the person to other
components, reading the encapsulated data is per-
mitted.

<member > ::=
own_method_signature|own_class_var

<Requirements_Aspect > ::=
Require From class_name { <body> }
<body > ::=
require : <require_-clause >x*
<require_clause > ::=
<action > <members > ;
<action > ::=
expose |
<members > ::=
<member> | <member>, <members>
<member> ::=
method_signature |

modify

class_var_name

//defined aspects:
//defined classes :
Component Person
IContract (Persistence){
Permit :

expose name, birthDate;
modify public % set *(..);

Persistence ,
Person.

Logging

The aspects contract consists of two parts. The
requirements from the base components and the re-
sults or effects. The contract below shows required
behavior of the Person component.

Aspect Persistence
Require from Person{
expose name, birthDate;
modify public % set *(..);

The next listing summarizes a syntax for aspect
integration contracts. We also show a similar syn-
tax to specify aspect requirements.

<AIC_Component > ::=

IContract ( <aspects> ) { <body> }
<aspect > 1=

aspect_name |
<body > ::=

permits: <permission >x*
<permission > ::=

<action > <members > ;
<action > ::=

expose |
<members > ::=

<member> | <member>, <members>

aspect_name,<aspects>

modify

In ongoing work we also examine more types of
join points to make the possible interference rules
potentially more finely grained. Exposure of argu-
ments when intercepting method calls is but one
example.

4 Impact on software enginee-
ring properties

First we sketch how aspect integration contracts
can impact comprehensibility, predictability and
evolvability. Then we briefly discuss some other
software engineering properties.

Comprehensibility. Aspect integration con-
tracts extend the component contract, thus descri-
bing a set of assumptions the component program-
mer made - and that are often not documented in
a state-of-the-art programming environment. We
believe that this is a clear win in terms of compre-
hensibility.

Predictability. Aspect integration contracts
somehow reduce the degrees of freedom for the as-
pect programmer. This may seem a limitation in
terms of flexibility for the code developer at first
sight, but it enables to foresee the potential compo-
sitions that are anticipated in the base application.
In a way, one can consider this to be an increa-
sed degree of predictability in terms of composition
scenarios - though we are aware of a much broader
notion of the term predictability.

Evolvability. We do not clearly see the impact
on evolvability: on the one hand, aspect integration
contracts may restrict the potential evolution of a
software component as it is another specification
one needs to be upward compatible with. On the
other hand, it will reduce the cost of generating




the next version as testing and quality assurance
should be less cumbersome.

Semantic interactions. Clearly, the simple no-
tion of an aspect integration contract as sketched
in the former section is but is a first step towards
the adequate management of semantic interactions.
In our opinion, a key challenge is to define domain
specific languages to express requirements and ef-
fects of components. A language to describe the
component architecture and interaction could give
meaning with stronger semantics to the specificati-
ons in the examples.

Other properties. Aspect integration con-
tracts have impact on other software engineering
properties like correctness, integrity, verifiability,
robustness, extendibility, integrity and maintaina-
bility.

Correctness can be defined as compliance of a
component to its contract. But there’s a lack of
expressive power to completely specify the contract
of a component in terms of the permitted interfe-
rence by a special kind of components: aspects.
Aspect Integration Contracts tackle this problem.
When this new kind of specifications in the com-
ponents contract can be enforced through langu-
age support, assumptions about the correctness of
a software component can be extended to the level
of aspect interference.

As mentioned earlier, the contract of a compo-
nent can be breached in its implementation when
used in a composition with aspects. Even if the
implementation was correct. This is a threat that
compromises the integrity of a component. If enfor-
cement of aspect integration contracts is supported,
the integrity of a component can ensured. This also
increases the robustness of the software system.

Verifiability is supported for the interference bet-
ween the aspect and the component. The aspect
cannot interfere with an aspect in way that is not
specified in the permission section of the compo-
nent contract

Maintainability increases because of the increa-
sed comprehensibility. At first sight, extendibility
seems like a property on which aspect integration
contracts have negative influence. The possible
extensions are limited to what the contract per-
mits. But these limitations restrict the extensions
in a way they are not able to endanger the pro-
perties mentioned above: correctness, verifiability,
integrity and maintainability.

5 Discussion

New expressive power will specify what kind of de-
pendencies components accept for entities that im-
plement a crosscutting concern. We have introdu-
ced the notion of an integration contract to tackle
this problem. We are currently studying the overall
challenge in a more systematic way, in order to va-
lidate the precise needs for expressive power. Also,
aspect integration contracts are part of a renewed
notion of design-by-contract that anticipates the re-
levance of AOSD. A more extensive description of
our work in this area can be found in [14].

An obvious consequence of the analysis presen-
ted in this paper is that aspect should be treated as
components indeed. They should be units of com-
position with contractually specified interfaces and
explicit context dependencies only. In fact, the re-
quirements that have been listed in section 3 cover
two essential elements. First, aspect functionality
and aspect requirements should be clearly specified:
this makes aspect specification subject to design-
by-contract. Secondly, any component should be
equipped with an integration contract that consi-
ders aspect interference.

Nowadays AOP has not sufficiently considered
aspects as units of composition with contractually
specified interfaces and explicit context dependen-
cies only. We refer to relatively well-known aspect
oriented languages: Aspect/J [2] and Hyper/J [3].

A word on Aspect/J. Aspect/J [2] offers the
notion of privileged aspects. Normal aspects do not
have access to private members of a Java class. If
the aspect developer declares the aspect privileged,
then the aspect will be permitted access to all pri-
vate members of all classes. First of all, this means
that the developer of the class has no control of
possible interference. The decision is completely
on the side of the aspect developer. Also the lack
of granularity is obvious: the privileged aspect has
access to all private members of all classes, though
this is probably unnecessary and possibly leads to
uncontrolled side effects and faulty behavior.

A word on Hyper/J. When integrating mul-
tiple concerns in Hyper/J [3], one can specify whe-
ther a given class is composable or uncomposable.
Uncomposable classes can not be modified by the
entities that implement other concerns. This decla-
ration of a class (being composable or not) is part
of the specification of the integrated application,



and not localized at the level of an individual com-
ponent (i.e. hyperslice). We believe that this is a
good approach. However, when a class is composa-
ble it can be affected by all other concerns in the
hypermodule. Again, we observe a lack of expres-
sive power.

Some programming languages have (without re-
ferring to aspects as such) built-in support to ex-
press in some way interaction between unrelated
components. The notion of export in Eiffel[6] is a
relevant example.

Finally, we mention[11]. This work addresses to
a large extent the same problem. However, the so-
lution is tightly coupled to AspectJ specifics and
to our understanding, not considering this problem
from a component perspective.

6 Conclusion

It is obvious that in the current state of the art
AOP technologies, the base components are not
able to specify or restrict the impact of superim-
position. This is caused by a lack of expressive po-
wer to control the interference between base com-
ponents and aspects. To solve this uncontrolled
interference we have proposed a solution which in-
troduces the notion of aspect integration contracts.
These contracts specify the permitted interference
between an aspect and a base component, possibly
conditional to the specific behavior of the aspect.
We have sketched a simple notation for aspect in-
tegration contracts and we have discussed the po-
tential of such a feature.
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